GainSpan,
GS-ANO39

Provisioning Methods with S2W

INTRODUCTION

The Serial to Wi-Fi application supports multiple methods of provisioning the device to connect to the
infrastructure (i.e. Access Point)

a) Web Provisioning using Limited AP Provisioning Mode
b) Wi-Fi Protected Setup (WPS)
c) Web Provisioning over Ad-hoc

Web Server based provisioning allows users to scan and choose a Wi-Fi Access point to connect to using
a web browser either on their PC or handheld. The GainSpan (GS) Module based device may either
generate an Ad Hoc Network or an Infrastructure Network for the PC or Handheld to join and launch the
embedded web browser. The user may then select an access point and input the security pass code to
connect to the AP.

Wi-Fi Protected Setup (WPS) enables users to connect their GS Module based device to their WPS
enabled access point without having to input any pass codes. This method requires the AP to support
WPS and have enabled either push-button method or pin method for association and authentication.

SETTING UP WEB PROVISIONING USING LIMITED AP
PROVISIONING MODE

In the S2W application, user may also access the embedded web pages by putting the device into the
Limited AP Provisioning Mode. In this mode, the device acts as an access point for other devices, such as
smart phones, etc., to connect as a client and provision the device. In the tera-term window, where AT
commands are being entered, execute the following. (Please note that parameters, such as IP addresses,
etc. are for example purposes only.)

& COM19:9600baud - Tera Term YT
File Edit Setup Control  Window  Help

Serial2WiFi APP
at+nset=192.168.1.1,255.255.255.8,.192.168.1 .1
K

t+um=2
0K
at+tya=G5_LimitedAP. .11
IP SubMet Gateway

192 . 168.1.1:255_255.255.8:192.168.1 .1
K

at +tdhocpsrur=1
K
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1. Set the Static IP address on the Evaluation Board:
AT+NSET=192.168.1.1,255.255.255.0,192.168.1.1
2. Set the wireless mode to limited AP so that the adapter can act as a limited wireless AP:
AT+WM=2
3. Set the AP network (example creating using SSID GS_Limited_AP on channel 11)
AT+WA=GS_Limited_AP,,11
IP SubNet Gateway
192.168.1.1: 255.255.255.0: 192.168.1.1
4. Start the DHCP server.
AT+DHCPSRVR=1
5. Enable provisioning through web pages. Enable saving profile and starting new NCM(network
connection manager).
AT+WEBPROV=,,,1,,1
6. Associate the PC acting as the configuring device to provision the Evaluation Board.
7. Onthe PC, go to Start -> Connect To -> Wireless Network Connection. Select the Wireless
Network created in Step 3, in this example it is GS_Limited_AP, and click Connect.

1" Wireless Network Connection

|l'1" Wireless Network Connection

newworktasks | Choose a wireless network = "~ Choose a wireless network
@ Refresh network st Chick 30 Rem i the kst below to connect to  wireless natwork i rangs ce to get mixe @ Refresh network kst - Chck an e n the lst below to connect to & wirekess netwerk in range or to get moee
Information. \
<3 56t up o wroless network ((qy) ntocct - Guest 4 & setup a weeless network [l [ («qy) GS-Limited_AP Connected 7z |
for & home or sensl office i fice & home or smal cffice | i
11 Sacurhy-enatind weeless netwcek (WPA) all Unsecured rreiess rtwork.
Related Tasks ((i)) S urAr, Related Tasks ((i))
i) Lnom about weoless Unsecured wreless natwork will 1) Loarn about weeless ¥ Securky-enatind wirekss netwerk (WPA2) wll
network netwerkng Automatic @
il ((Qy) 'mecct - Marketing A («qy) GomSpanDemo <t
£z Chaogn the ceder of i i Changs the ceder of
L Asirbcatrintions I Securky-enabied wirelsss netwark (WPA) ol B teedntviaris: Unsecused wreless network: il
G Change advanced «@) GS_Limited_AP G5 Chanoe avanced ((qy) 65Guest Automatic ¢
o 1 b i il
Ursocured wreless netwark wll 7 Securty-onabind wrekess oetwerk (WPA)
((?)) Intacct - Engineering ((i)) SkyNet
{¢ Securky-enatied wirekess netwerk (WPA) anl (¢ Secirky-enatind whreless netwerk (WPAZ) will
8 = ((y) Tnkacct -Guest
% 1 i will
Unsecured computer-to-comgaker netwark alll P 11 Securky-enabled wirokss network (WPA) 2

8. Once the connection is established, open the web browser and enter the URL
(http://192.168.1.1/gsclient.html). The IP address 192.168.1.1 was set in the previous steps.

9. This will launch the web provisioning page from the evaluation board.
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{Z GSLink Client Provisioning - Windows Internet Explorer.

—
@‘r\j > it || hetp:j{192.168.1. 1 fgsclient.html |

v [+ x ‘ e
File Edit View Favorites Tools Help
o) PElr B @ -
% o | @ Gslink Client Provisioning \ " B8

GainSpan.

Client Settings

Wireless and Network Configuration

Administrator Settings

10. From here, you may navigate to different pages

a. Wireless and Network Configuration (Proceed to Step 12)
b. Administrator setting (Skip to Step 14)

11. Wireless and Network Configuration

You can connect to Wireless network by one of the following methods.

Client Settings
Please select one of the following methods to connect your device to the wireless network.

1. Select an Existing Network

2_ Manual Configuration to Join a Network

a. Select an Existing Network:

By selecting this option, the Node will start scanning and the displays the available APs.

By clicking on Select button you can connect to the Selected AP by providing required
credentials (Passphrase).

Client Settings

Select from the following existing networks

SSID Signal Strength (dBm) Security Mode Channel
1 spadoc -16 No Security 1
B —
2 LSCC-GUEST _14 WPA/WPA2 Personal 1 ll
3 wep _34 WEP 1
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After entering passphrase you can select the advanced options, which will displays the
selection methods for obtaining IP address. You can get the IP address in two ways.

1. DHCP.

2. StaticIP.

LSCC-GUEST
1 [
WPAMPAZ Personal |~ |

b. Click Next to navigate to Wireless cofiguration summary page. This page displays the
information about the SSID, Channel and Security type and provides an option to save

and apply the settings.

GS-AN039 PAGE 4 OF 16 PRELIMINARY



GainSpan.

GS-ANO039

AN 039: PROVISIONING METHODS WITH S2W

Click on “Save and Apply”. Wireless settings will be applied to connect the Gainspan
device to the LSCC-GUEST network.

@ http://config.gainspan.local/gsclient html P - B C X || @ GSlink Client Provisioning %

x GainSpan

Client Settings

File Edit View Favorites Tools Help

Wireless Settings

Wireless settings have been applied to connect your device to the network: GSDemo021_KIRAN

The Gainspan device will now reset and connect to the LSCC-GUEST network and start a
network connection.

W COM19:9600baud - Tera Term YT

File Edit Setup Control  Window  Help

Serial2WiFi APP
at+nset=192_.168.1.1,255 255 255 .8,.192 . 168.1 .1

0K
at +twa=G5_LimitedAP. .11

IP SubNet Gateway
192 168.4.41:255_255_.2556 _A:192 16841 .1
K

at +tdhecpsrer=1
K

at +webprov=,,.1,,.1

APF Reset—AFF 5YW Reszet

IP SubNet Gateway
192 .168.3.184:-255 255 . 255.8:192 .168.3 .1
WCONM-SUCCESS
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12. Manual Configuration:
On this page you may configure the Wi-Fi related setting SSID, Channel, Security and Passphrase.

And you also have Advanced Options, where you can obtain the IP address either by DHCP or by
STATIC IP CONFIGURATION.

&«

© File Edit View Favorites Tools Help

e ez Lo
5 m me 0
R
O T OO

]
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Click on Next navigate to Wireless configuration summary page

Click on “Save and Apply”, the selected wireless settings will be applied to connect the GainSpan
device to the new network. The GainSpan device will now reset and connect to the new
network and start a network connection.

]
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13. Administration Settings
Here you can change the Username and Password of the node.

Client Settings

Administration Settings

To disable web server security, please leave the following fields empty.

Username: GS_USER
Password (at least 4 sssnae
characters):

Confirm Password: ssssssl

[ Back ] [ Save & Apply l

Click on “Save and Apply”, the selected information will be sent to Host processor and reset the
Module. Now Host Processor has to send this information back to Module for Provisioning.

Client Settings

Your administrator settings are saved.

User can now continue using the various “AT” commands to step a serial to Wi-Fi Bridge and transfer
data as showed in application Note AN025. Also, see the Serial to Wi-Fi Adapter Guide for details on the
usage of the “AT” commands and the various features supported by the Serial to Wi-Fi Application
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SETTING UP WPS BASED PROVISIONING

Wi-Fi Protected Setup (WPS)

In order to simplify the process of establishing a secure network, the Wi-Fi Alliance™ has defined a
simplified Wi-Fi Protected Setup protocol allowing credentials to be exchanged between a client and AP
without the need for manual creation, entry of the SSID or PSK. Two modes of operation are provided:
Personal Information Number (PIN) and Push Button Configuration (PBC).

In PIN operation, a unique PIN number can be permanently associated with a client device or entered at
the time of use. The PIN must be entered in the AP within a short time of device activation. In PBC
mode, button on the Access Point must be pressed within a 2-minute period of providing the command to
enable WPS on the client (either via button press or AT command). In both cases, an exchange then takes
place between the client and AP providing the SSID and randomly-generated passphrase that can
thereafter be used for secure communications. In both cases, security is, in part, dependent on the low
likelihood of interception during the brief initial setup period.

To evaluate WPS, you have to load the serial to Wi-Fi application that supports WPS. Use the
gs_flashprogram utility provided in the tools directory and the binaries from the
\\GainSpan\EvalKit->2 x x->userapps->Serial to Wi-Fi (S2W) -> bin->Wi-
Fi Protected Setup (WPS) directory that was installed with the evaluation kit software. Below
are the steps to flash the module FLASH memory.

1. Power off the Evaluation Board using power switch (SW1=0FF).

2. Move the SW3 switch(s) to program position to put the module in program mode.

Program Switch

On/Off Switch
SW1 & SW3
GS1011M/GS1500M
EVB
"' Run/Program Switch
; ) GS1011MEE/GS1500M
On/Off Switch EVK/SDK Board

3. Power on the Evaluation Board using power switch (SW1 = ON)

4. Close the Tera Term Window.
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5. Open a DOS window and go to the directory:
\GainSpan\EvalKit\2 x x\tools\Flash Program

6. Program the module flash using the gs flashprogram with the binaries in the Wi-Fi
protected Setup directory as shown below. Please note that illustrations and file names may
differ. lllustrations are for example purposes only.

After launching the application, use  p———— 1
" 4 =

the “Select Port” pull down menu Eaa———— 9

to display a” aVaiIabIe Ports. Select V| WLANFW  C:\GainSpan'\DevKit\2_2_10\wfw\bin\WFW-REL-2_0_24 bin [:J

the COM port from the list that is i B i =

C\G B p: Server g _2_102pp2bin

connected to the GainSpan Board.
To program the flash, select the
APP FWO and APP FW1 banks and
select the APP binaries are located
in the GainSpan\EvalKit->2_ x_x-
>userapps->Serial to Wi-Fi (S2W) ->
bin->Wi-Fi Protected Setup (WPS)
directory. Press the “Program
Flash” button to transfer the binary
files to the GainSpan node flash
memory. This procedure erases flash sector by sector prior to programming.

E

[ Clear Screen Check Connection Read Factoy Defauts | (7] Save Factory Defauits [ Progrem Flash | [ Close

7. Once the programming is done, power off the Evaluation Board moving switch SW1 to OFF
position.

8. On the Evaluation Board move the SW3switch(s) to RUN mode
9. Launch the tera-term application and select the serial port that is being used
10. Turn on the evaluation board by moving switch SW1 to ON position

11. After “Serial2Wi-Fi APP” shows on Tera Term, Evaluation Board is ready to be provisioned
using WPS.

For PBC Mode:

Issue the AT command for starting the WPS process.
AT+WWPS=1
“1” indicates the Push button mode.

Once the S2W receives the “at” command, it scans all the available radio channels looking for beacons
whose Selected Registrar flag are set. The AP corresponding to each such beacon is stored. If the board
finds a second Selected Registrar AP it stops scanning, having detected a session overlap. (This is a
precaution to prevent connection to the wrong AP; it is presumed that the user has only pressed one
button, so a second AP may belong to a different network or even be an attacker). If at the end of
scanning all the channels, the S2W Evaluation Board has found a single Selected Registrar AP, it will
connect to that AP to perform WPS registration.
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% Basic Wireless Settings - Mozilla Firefox

File Edt Wiew History Bookmarks Tools  Help
@E&->-& 2% |0 temupiez.168.2. nireless. [=]®] [ &)

| Custamize Links || Fres Hotmall || ‘Windows Markstplace || Windows Media || ‘Windows || http://192,168.0,30/...

LINKSYS by Cisco

Firmuare 4
Wireless-G Broadband Router

Wireless . Access Applications inistrati
" Administration
Setup Wireless Security Restrictions & Gaming

Advanced Wireless
Settings

Wi-Fi Protected Setup Wireless Networl|

Wireless Configuration: O Manual ©WiFi Protected Setup

Basic Wireless Seftings | Wireless Security | Wireless MAC Filter |

Wi-Fi Protected Setup ™
Use one of the following for each WI-Fi Protected Setup supported device:

1.1 your client device has a
Wi-Fi Protected Setup button,
click or press that button, and

then click the button onthe right

Dane

Figure 5: example of virtual button push (Linksys AP)
Once the connection is complete, this message is sent to the host processor:
SSID= <SSID of the associated AP>
CHANNEL= <Channel number of the associated AP>
PASSPHRASE= <Passphrase of the associated AP>
OK: the status
If the connection is not success, then an “ERROR” message is sent to host processor.

Once the board is associated with the AP, user can issue the AT (at+ndhcp=1) command to get the IP
address from DHCP server running or set the IP address statically using at+nset command. At this point,
it should be possible to communicate with the board from the AP’s network. Use the AP’s Active Client
list (shown next page) to discover the IP address the new device has received and confirm the device is
connected to the AP. You should be able to issue a PING command from node to AP and to node IP
address from any host computer in the same subnet.

) DHCP Active IP Table - Mozilla Firefox

-7 http: /{192, 168.1.1/DHCPTable, htm
DHCP Active IP Table
DHCP Server P Address: 192.168.1.1
Client Host Name IP Address MAC Address Expires
192 1681101 00:1 b e9:00:0b: ad 23:59:52 D
LPT-RAVI 192.166.1.100 00 c:2597:c9cs 2352 D

Example of Active Client list (Linksys AP)

If the connection is subsequently lost, a “Disassociation Event” message is sent to the host processor.
Now it is up to the host processor to decide if it wants to establish the connection using WPS or through
normal association process as the host processor has already received the information from the AP while
previous association through WPS.
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For PIN Mode:
Set a valid PIN <12345670> to the AP which supports the WPS and you want the node to associate with.
LINKSYS by Cisco

Fimuare 4

Wireless-G Broadband Router

Wireless . Access Applications e
Setup Wireless Security Restrictions P — Administration

Advanced Wireless
Settings

Basic Wireless Settings |  Wireless Security | Wireless MAC Filter |

Wi-Fi Protected Setup

Wireless Configuration O manual @ WiFi Protected Setup

Wi-Fi Protected Setup ™
Use ons of the following for sach WI-Fi Protected Setup supported device:

1.1t your client device has &
Wii-Fi Protected Setup button,
click or press that button, and
then ciick the: buttan on the right
OR
2.1t your client device has & Wi-Fi Protected Setup PIN number srter that number here
12348670 | andt then click|_Fegister
OR

3.1f your dliert asks for the Router's PIN number enter this number 71373904 in your
client device

Figure 7: Example of PIN entry (Linksys AP)

Issue the AT command for starting the WPS process.

AT+WWPS=2,12345670

Here: 2, indicates the PIN mode. And the second parameter is the WPS PIN.
Once the connection is complete, the below said message is sent to the host processor:

SSID= <SSID of the associated AP>

CHANNEL= <Channel number of the associated AP>

PASSPHRASE= <Passphrase of the associated AP>

OK: the status
If the connection is not success an “ERROR” message is sent to host processor.

The AP interface will generally inform the user when a client device has been successfully configured and
connected. A specific example is depicted in figure below. Other APs may have differing GUI, messages,
etc.

You can always check the DHCP client table of the AP to
ensure that the device is properly connected. Once the board is
associated with the AP, users may issue the AT (at+ndhcp=1)

command to get the IP address from DHCP server running or o
set the IP address statically using at+nset command. At this o . gw R
point, it should be possible to communicate with the board oo e e

Refer back to your client device for further

from the AP’s network. Use the AP’s Active Client list to inetnucions

Press "OK" to continue

discover the IP address the new device has received. You
should be able to issue a PING command directed to that IP
address from any host computer in the same subnet.
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SETTING UP WEB PROVISIONING OVER AD-HOC

Serial to Wi-Fi firmware on the Evaluation Board includes a web-server and provisioning web-pages pre-
loaded into the flash. Using AT commands, the Evaluation Board may be setup to be provisioned using
the embedded web-server and web pages. This application note provides the steps to deploy the
embedded web server and connect to the web pages via a browser.

Note: The steps below assume you have already followed the steps in the Serial to Wi-Fi
Evaluation Kit Startup Guide and installed the necessary software and drivers.

The current method of accessing the embedded web pages is to use an Ad Hoc wireless network
connection and a static IP on the Evaluation Board and PC. In the tera-term window, where AT
commands are being input, execute the following. Please note that parameters, such as IP addresses, etc.
are for example purposes only.

B COM3:9600baud - Tera Term VT
File Edit Setup Conkral Window  Help

Serial2lliFi APP
t+ndhcp=A
K

t+nset=192_168.65.280,.255_255.2550.8.192.168.65.1
K

t+um=1

K

t+ua=G3Yebprov. . b
IP SubMet Gateway

ﬁ?E.lEB.EE.ZBB: 255.255.255.8: 192.168.65.1

t+uebhprov=admin, admin

1. Set the Static IP address on the Evaluation Board:
AT+NDHCP=0
AT+NSET=192.168.65.200,255.255.255.0,192.168.65.1
2. Set the Mode to adhoc mode:
AT+WM=1
3. Create the Adhoc network (example creating using SSID GSWebProv on channel 6)
AT+WA=GSWebProv,,6
P SubNet Gateway
192.168.65.200: 255.255.255.0: 192.168.65.1
4. Start the web provisioning mode.
AT+WEBPROV=admin,admin
5. Associate the PC acting as the configuring device to provision the Evaluation Board.
6. Setup the PC wireless network connection to a static IP in the same subnet as the Evaluation
Board in Step 3.
7. Onthe PC go to Start->Connect to -> Show All Connections.
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Help

l.ﬁ psaarch uﬁj Folders .v

Address ﬂ_ MNebwork Connections

#| Dial-up
Network Tasks

[&] Create anew
cannection

Change Windows
Firewall settings

—

Wiew available wireless
networ]

i Disable this network
devire

Repair this connection
Rename this connection

Wiew status of this
cannection

Change settings of this
conneckion

Other Places

[ control Panel
&3 My Mebwork Places
D My Documents
g My Computer

Details k3

LAN or High-'

1394 Connection
Connected, Firewalled
. | 1394 Met Adapter

SonicWaLL SSL-YPN
MetExtender
L Disconnecked, Firewalled

Speed Internet

Local Area Connection 2
Connected, Firewalled
. | Wirtual Network Adapter

- Local Area Connection
i Ble unplugged, Fire. ..
7L Gigabit Met ...

"
Disable
Wiew Available Wireless Networks
Status

Repair

Bridge Connections

Create Shorkcuk

Delete

Rename

EEX
o
“ | £ 6o

| e Yiew or change settings for this connection, such as adapter, probocal, or modem configuration settings,

Select the wireless adapter and right click and select properties
Select the TCP/IP and select properties. Choose use the following IP address and set the IP

address to a static IP address that is in the same subnet as the IP was generated in Step 1. Click

OK.

- Wireless Network

nnection Properties

General | Wirsless Netwarks | Advanced

Internet Protocol (TCP/IP) Properties

General |

Connect using:

| ER IntelR] Wi Link 5100 AGN

|

This connection uses the fallowing iters:

S Network Monitor Driver o]
A WLAN Transport
v
& | &

Description

Transmission Control Pratocol/internet Pratocal. The: default
wide area network protocol that provides communication
acioss diverse interconnected netwarks.

Show icon in notification area when connected

Motify me when this connection has limited or no connectivity

the appropriate |P zettings.

(7 Obtain an IP address automaticaly

(&) Use the following IP address:
1P address 192 .16 . B5 . 5&
Subnet mask: 255,266,256, 0

Default gateway:

L

Obtain DM5 server addiess automatically

(® Use the following DNS server addresses:

Prefened DNS server: l:l

Alernate DNS zerver:

You can get [P settings assigned sutomatically if your netwark, supports
thiz capability, Dtherwize, you need to ask your network administiatar for

10. Go to Start -> Connect To -> Wireless Network Connection. Select the Wireless Network created
in Step 3, in this example it is GSWebprov, and click Connect.
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1" Wirekeas Netwark Cornacibon

pro—= - Choose a wireless network | Actwerk Tarks Choose a wireless network
@ P staih bt =Y %2 conmect to 4 nrange o ko et rere @ P st b2 o nrange or ko et rare
v Wuvaton
5 et 3 ek et gy M 5 5ot e 3 vrrkens retvark I Wetprov Cannvected |
Yo Atare o vl WYcn i T shanw o onal AYcw | /- |
Selwed Tomks ((il) Sandatarccd Relwiod Tasks (li)) MIIETY
B Lowh dhot el ey anstied i dact etk il 1) o st et A Sacuy enatied miece tabecs [AFA] vl
ratnosing rwnsse ratnceng . Seectweed
((il) \lil)
Charee the cvéer & ) Charge the ordee of
o Parhndy b SO AANIAG o s tenirh [ATAL wl £ relaiad ratacels N S AN o sk Ao ol
P O stionad (g *Ovee P Daron sbvawint (i) Wachesd
o i ol Lo i ]
{ Sectr-enstind raiess st [AVAZ) willl 1 Secartonstind s et willl
(gl VRO (Ii,) denh
¥ Tecarky oaabied oo scteor (ATA) willl
(| i') WL
P B —— wil

11. Once connection is established, open your web browser and type URL (for example,
http://192.168.65.200/gsclient.html ). This will prompt request for User Name and Password.

Authentication Required

0 A username and password are being requested by http:ff192.168.1.99, The site says: "admin”

User Mame: | adrin |

Passward: | |

12. Type the username and password used in Step 4 and press enter. This will launch the web
provisioning page from the evaluation board.

L
LV N 19216865200 gsctent il £+ B¢ % I3 csiink Client Provisioning
I= Hel
x GainSpan

Client Settings

Wireless and Network Configuration

Administrator Settings

13. From here, you may navigate to different pages
a. Wireless and Network Configuration
b. Administrator setting

NOTE: FOR EXPLORING DIFFERENT PAGES REFER TO “SETTING UP WEB PROVISIONING USING LIMITED AP
PROVISIONING MIODE” ON THE FIRST PAGE OF THIS DOCUMENT.

]
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ADDITIONAL REFERENCES:
Serial to Wi-Fi Evaluation Kit Startup Guide.pdf

Serial to WiFi_Adapter_Guide.pdf
Detail description of the AT commands supported

Serial to WiFi_Command_Reference.pdf
List of the various AT commands supported

Serial to Wi-Fi Bridge App Note AN025.pdf
Example of how to use the GS1011/GS1500M as a transparent bridge to carry serial (UART) traffic
over an 802.11 wireless link

Firmware Update over Wi-Fi Interface using S2W App Note AN038.pdf

This document details the necessary steps and processes required for performing a firmware update
over the Wi-Fi interface with the Serial2Wi-Fi Application.

GainSpan Corporation « +1 (408) 673-2900 - info@GainSpan.com * www.GainSpan.com
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