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1 Pre-Requirement

Please verify that the “Serial To Wi-Fi” application firmware binaries are loaded on the Gainspan module.
For more details on the usage of AT commands described in this document, please refer to the “Serial-to-
Wi-Fi Adapter Programming Guide.pdf” document.
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2 UDP

2.1 UDP Server

This section describes the steps to setup UDP Server on the Evaluation board using either command mode

or auto-connect mode.

2.1.1 Command Mode

1. Disassociate from the current network
at+wd

2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>

at+ndhcp=1

3. Associate to an access point: AT+WA=<SSID>[,[<BSSID>][,<Ch>]]

at+wa=GainSpanDemoAP,,6

at+nsudp=4000

Start a TCP server on a specific port number: AT+NSUDP=<port>

5. Upon successful creation of the UDP server, you will see a “CONNECT <CID> “message, where
CID is the newly allocated connection identifier. You can check for this new CID by issuing the

command: AT+CID="?
at+cid=?

6. User can now connect to this UDP server by:
a. Have a PC connected to the GainSpanDemo AP
b. InPC’s command prompt, run UDP client with GS node’s IP address (obtained from step 3),
and the port number specified in step 4. For example: telnet 192.168.3.101 4000.
c. Now anything you type in the client’s command prompt window will be displayed on the

TeraTerm. Here’s an example.

T S -
B

5 ipconfig

Mindows IP Configuration

[Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix . :

IP Address. . . . . . . . . - . . = 192.168.3.101
Subnet Mask = 255.255.255.8
Default Gateway : 192.168.3.1

[Ethernet adapter Local Area Connection:

Media State : Media disconnec

5 oudp_client.exe 192.168.3.100 4000
IClient connected
Message sent, waiting for response

o EISIES|

~
Serial2WiFi AFP
at +ud
K
at+ndhcp=1
K

at+wa=GainSpanDemolP, .6
SubNet Gateway
k92.168.3.1ﬂﬂ: 255.255.255.8: 192.168.3.1

at +nsudp=4000

CONNECT @

K

at+cid=7

CID TYPE MODE LOCAL PORT REMOTE PORT REMOTE IP

a upp SERUER 4888 a a. 8. a.

K
%192.168.3.131 1351 You've connected to a UDP echo server
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2.1.2 Auto Connect Mode

1. Disassociate from the current network
at+wd
2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Setthe UART communication parameter:
ATB=<baudrate>[[,<bitsperchar>][,<parity>][,<stopbits>]]
atb=9600,8,n,2
4. Enable hardware flow control: AT&R< disable=0/enable=1>
at&rl
5. Set the auto connection wireless parameters for the AP profile:
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1>,<ssid>,<bssid>,[channel]
at+wauto=0,GainSpanDemoAP,,6
6. Set the network parameters for auto connection operation for the current profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination IP>,<destination port>
Destination IP address is optional if the Adapter is acting as a server
at+nauto=1,0,,4000
7. Enable auto connection: ATC<enable=1/disable=0>

atcl

8. Save the current profile: AT&W<profileO=0/profilel=1>
at&wo

9. Select the default profile: AT&Y<profileO=0/profile1=1>
at&y0

10. Power off the Evaluation Board
11. Power on the Evaluation Board. The board is now in auto-connect mode where it will associate with
GainSpanDemoAP, obtain an IP address using DHCP, and listens on port 4000. For example:

= Icygdrivelc/sockets !Hn = \3 :1 d‘

. . Serial2WiFi APP
5 ipconfig b ud

Windows IP Configuration a¥+ndhcp=1
a§b=9683,8,n,2
atirl

K

Ethernet adapter Wireless Network Connection:

Connection—: cific DNE Suffix . :
éﬁhﬁggrﬁigi oemomomm e = ; égg'égg'gééaé a§+uauto=G,GainSpanDBmDHP,,6
Default Gateway : 192.168.3 .1 St +nauto=1,0, 4000

K

Ethernet adapter Local Area Gonnection: atcl

Media State : Media disconnec atBud

5 ./udp_client.exe 192.168.3.188 4098 “f(s‘yn

Client connected

Message sent, waiting for responze Gerial2WiFi APP
IP SubNet Gateway

192.168.3.1P@: 255.255.255.@8: 192.168.3.1

GONNECT 8

You've connected to a UDP echo server

-

12. To exit out of the auto connection mode, enter the “+++” command, and wait for 1 second. After 1
second, the GS node will exit auto connect mode and enters command mode. Note, do not issue the
“enter” key after “+++”,

+++

A~
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2.2 UDP Client

This section describes the steps to setup UDP Client on the Evaluation board using either command mode

or auto-connect mode.

2.2.1 Command Mode

1. Disassociate from the current network
at+wd

2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>

at+ndhcp=1

3. Associate to an access point: AT+WA=<SSID>[,[<BSSID>][,<Ch>]]

at+wa=GainSpanDemoAP,,6

4. Starta TCP server: AT+NCUDP=<Dest-Address>,<Port>>[<,Src.Port>]

at+ncudp=192.168.3.101,2000

5. Upon successful connection to the UDP server, you will see a “CONNECT <CID> “ message, where

CID is the newly allocated connection identifier

c -0 ﬂ ¥ com4:9600baud - Tera Term VT

Ethernet adapter Wireless MWetwork Connection:

Connection—specific DNS Suffix . :

IP Address. . . . . . . . . . . . = 192.168.3.181
Subnet Mask @ 255.255.255.8
Default Gateway - 192.168.3.1

Ethernet adapter Local Area Connection:

Media State : Media disconnected

5 _/udp_server.exe 2008

2.2.2 Auto Connect Mode

1. Disassociate from the current network
at+wd

File Edit Setup Control Window Help

Serial2WiFi AFP
at +ud

K
t+ndhcp=1
K

at+wa=GainSpanDemoAP, .6

SubNet Gateway
192.168.3.18A: 255.255.255.A: 192.168.3.1
K

t+ncudp=192.168.3.101 . 2008
ONNECT @

K

2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>

at+ndhcp=1
3. Setthe UART communication parameter:

ATB=<baudrate>[[,<bitsperchar>][,<parity>][,<stopbits>]]

ath=9600,8,n,2

4. Enable hardware flow control: AT&R< disable=0/enable=1>

at&rl

5. Set the auto connection wireless parameters for the AP profile:
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1>,<ssid>,<bssid>,[channel]

at+wauto=0,GainSpanDemoAP,,6
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6. Set the network parameters for auto connection operation for the current profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination IP>,<destination port>
at+nauto=0,0,192.168.3.101,2000
7. Enable auto connection: ATC<enable=1/disable=0>

atcl

8. Save the current profile: AT&W<profileO=0/profilel=1>
at&wo

9. Select the default profile: AT&Y<profileO=0/profile1=1>
at&y0

10. Power off the Evaluation Board

11. Power on the Evaluation Board. The board is now in auto-connect mode where it will associate with
GainSpanDemoAP, obtain an IP address using DHCP, and connects to UDP server on port 2000.
Here’s an example:

A7 o B
c n= ﬂ * COM4:9600baud - Tera Term VT
File Edit Setup Control Window Help
Serial2WiFi AFP A~
trud

5 ipconfig

K
Windows IP Configuration t+ndhcp=1

th=9688.8.n.2
K

thrl
K

Ethernet adapter Wireless Metwork Connection:

D i 192.168.3.101

t+wauto=08,GainSpanDemoAP. .6
: 255.255.255.8 K
= 192.168.3.1 t+nauto=A.0.192.168.3.101 20808
K
Ethernet adapter Local Area Connection: tcl
K
Media State : Media disconnec tiwd
K

t&yd

5 ./udp_server.exe 20008 K

Serial2WiFi APP

IP SubNet Gateway
192éé%863.133= 255.255.255.8: 192.168.3.1

ONN

12. To exit out of the auto connection mode, enter the “+++” command, and wait for 1 second. After 1
second, the GS node will exit auto connect mode and enters command mode. Note, do not issue the
“enter” key after “+++”,

+4++
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3 TCP

3.1 TCP Server

This section describes the steps to setup TCP Server on the Evaluation board using either command mode
or auto-connect mode.

3.1.1 Command Mode

1.

2.

Disassociate from the current network
at+wd
Enable DHCP: AT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
Associate to an access point: AT+WA=<SSID>[,[<BSSID>][,<Ch>]]
at+wa=GainSpanDemoAP,,6
Start a TCP server: AT+NSTCP=<port>
at+nstcp=2000
Upon successful creation of the TCP server, you will see a “CONNECT <CID> “ message, where
CID is the newly allocated connection identifier. You can check for this new CID by issuing the
command: AT+CID="?
at+cid="?

¥ cOM4:9600baud - Tera Term VT

File Edit Setup Control Window Help

Serial2WiFi APP

at+ndhcp=1
0K

at+wa=GainSpanDemofP. .6

SubNet Gateway
192.168.3.181: 255.255.255.8: 192.168.3.1
0K

at+nstcp=20008
CONNECT 8

0K

at+cid=7

CID TYFE MODE LOCAL PORT REMOTE PORT REMOTE IP

5] TCP SERVER 2888 a a. @a. a.

OK
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6. User can now telnet into this server by:
a. Have a PC connected to the GainSpanDemo AP
b. InPC’s command prompt, issue the command:
telnet <IP address from step 3> <port number set in step 6>
For example: telnet 192.168.3.101at 2000
c. Now anything you type in the command prompt window will be displayed on the TeraTerm.

e EREY - NN
B

Serial2WiFi APP -~
lat +ud

K
at+ndhcp=1
K
at +ua=GainSpanDemoAP, .6
SubNet Gateway
192.168.3.101: 255.255.255.0: 192.168.3.1

K
at tnstcp-2080
CONNECT @

K

192.168.3.100
. & 255.255.255.8
: 192.168.3.1

at+eid=7
CID TYPE MODE LOCAL PORT REMOTE PORT REM
IF

) TCP SERVER 2888 a a
A. 8. @

K

ICONNECT @ 1 192.168.3.100 1454
dHello,. this is a test

Media State . . . . . . . . . . . : Media disconnected

elnet 192.168.3.181 2800
192 161

d1Hello, this is another test

3.1.2 Auto Connect Mode

1. Disassociate from the current network
at+wd
2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Setthe UART communication parameter:
ATB=<baudrate>[[,<bitsperchar>][,<parity>][,<stopbits>]]
ath=9600,8,n,2
4. Enable hardware flow control: AT&R< disable=0/enable=1>
at&rl
5. Set the auto connection wireless parameters for the AP profile:
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1>,<ssid>,<bssid>,[channel]
at+wauto=0,GainSpanDemoAP,,6
6. Set the network parameters for auto connection operation for the current profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination IP>,<destination port>
Destination IP address is optional if the Adapter is acting as a server
at+nauto=1,1,,1000
7. Enable auto connection: ATC<enable=1/disable=0>

atcl

8. Save the current profile: AT&W<profileO=0/profilel1=1>
at&wo

9. Select the default profile: AT&Y<profileO=0/profilel=1>
at&y0

10. Power off the Evaluation Board
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11. Power on the Evaluation Board. The board is now in auto-connect mode where it will associate with
GainSpanDemoAP, obtain an IP address using DHCP, and listens on port 1000. In the following
example, the board got an IP address 192.168.3.100.

T COM4:9600baud - Tera Term VT

File Edit Setup Control Window Help

Serial2WiFi APP

t+wd

K

t+ndhcp=1
ﬁh=9633,8.n,2
t8rl

K

ﬁ+wauto=B.Gain3panDemoHP,,6
§+nauto=1.1,,1BBB

tel
K
t8wh
K
t&yB
K

Serial2WiFi AFPP

IP SubMet t
192.168.3.188: 255_255_255.@: 192.168.3.1

Gateway

12. User can now telnet into this server by:

a. Have a PC connected to the GainSpanDemo AP
b. InPC’s command prompt, issue the command:
telnet <IP address from step 11> <port number set in step 6>
For example: telnet 192.168.3.100 1000
c. Now anything you type in the command prompt window will be displayed on the TeraTerm.

Here’s an example.

o

ERRI -- 000000 NEE

Serial2WiFi APP

1P SubNet Gateway
192.168.3.188: 255 _255_255.8: 192.168.3.1
ONNECT @ 1 192.168.3.181 1654
ello
his is a test

e

lll; telnet 192.168.3.180 1068
i 188...

Ezcape character is '’
He 1lo
This is a test

[m]

T coM4: 9600b. . .

To exit out of the auto connection mode and restore all settings to factory defaults:

13. Switch to command mode
+++

14. Reset to factory defaults
at&f

15. Save the current profile using the profile number in step 8

at&wo

16. Set the default profile to be the same as that in step 15

at&y0

17. Power cycle the evaluation board and the board will power on in command mode
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3.2 TCP Client

This section describes the steps to setup TCP Client on the Evaluation board using either command mode
or auto-connect mode.

3.2.1 Command Mode

Before you start, have a PC connect to the GainSpanDemoAP and start a TCP server on a specific port
number. This example uses port 3000.

1. Disassociate from the current network
at+wd

2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>
at+ndhcp=1

3. Associate to an access point: AT+WA=<SSID>[,[<BSSID>][,<Ch>]]
at+wa=GainSpanDemoAP,,6

4. Starta TCP client: AT+ NCTCP=<Dest-Address>,<Port>
at+nctcp=192.168.3.101,3000

Upon successful connection to the TCP server, you will see a “CONNECT <CID> “ message, where CID
is the newly allocated connection identifier. Here’s an example:

c B[=1E3| = com4:9600baud - Tera Term VT
! File Edit Setup Control Window Help

5 ipconfig

Windows IP Configuration Serial2WiFi APP
t+wd

K
Ethernet adapter Wireless Metwork Connection: ﬁ+ndhcp=1

Connection—specific DNS Suffix . : t+wa=GainSpanDenoAF . .6
IP fddress. . . . - - . . . . . . @ 192.168.3.1681

Subnet Mask . . . . . . . . . . . ¢ 255.255.255.8
Default Gateway . . . - . . . - . : 192 168_.3.1

SubMet Gateway
192.168.3.18@: 255.255.255.8: 192.168.3.1
K

t+nctep=192.168.3.181 30680
ONNECT 8

K
lyou’ve connected

Ethernet adapter Local Area Gonnection:

Media State . . . . . . . . . . . & Media disconnected

% ./tcp_server.exe 30088
Binding to port 3808
A client has connected

3.2.2 Auto Connect Mode

Before you start, have a PC connect to the GainSpanDemoAP and start a TCP server on a specific port
number. This example uses port 3000.

1. Disassociate from the current network
at+wd
2. Enable DHCP: AT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Setthe UART communication parameter:
ATB=<baudrate>[[,<bitsperchar>][,<parity>][,<stopbits>]]
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10.

11.

12.

atb=9600,8,n,2
Enable hardware flow control: AT&R< disable=0/enable=1>
at&rl
Set the auto connection wireless parameters for the AP profile:
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1>,<ssid>,<bssid>,[channel]
at+wauto=0,GainSpanDemoAP,,6
Set the network parameters for auto connection operation for the current profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination IP>,<destination port>
at+nauto=0,1,192.168.3.101,3000
Enable auto connection: ATC<enable=1/disable=0>

atcl

Save the current profile: AT&W<profile0O=0/profilel=1>
at&wo

Select the default profile: AT&Y<profile0=0/profilel=1>
at&y0

Power off the Evaluation Board

Power on the Evaluation Board. The board is now in auto-connect mode where it will associate with
GainSpanDemoAP, obtain an IP address using DHCP, and connect to the TCP server at
192.168.3.101 on port 3000. If connection to the server is successful, you will see “CONNECT
<CID>" followed by “you’ve connected” message. Anything you type in TeraTerm will be received
by the TCP server. Here’s an example:

= ﬂﬂ ¥ COM4:9600baud - Tera Term VT
n File Edit Setup Control Window Help

% ipconfig Serial2lliFi APP ~
trud
Mindows IP Configuration

K

t+ndhcp=1
th=7688.8.n.2
K

trl

K

Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix . =
IP Address. . . . . . . . . . . . & 192.168.3.181
Subnet Mask . . . . . . . . . . . & 255.255.255.8 t+wauto=0,GainSpanDemoAP, .6
Default Gateway . . . . . . . . . = 192.168.3.1 K
t+nauto=0.1,192.168.3.1981.3668

Ethernet adapter Local Area Connection: K
tel
Media State . . . . . . . . . . . & Media disconnec K
t&uwa
K
5 ./tcp_server.exe J08A t&uB
Binding to port 3088 K
has connected
“h' Serial2WiFi APP

IP SubNet Gateway
192.168.3.18@: 255.255.255.8: 192.168.3.1
ONMNECT B8
ouw’ve connected

hello this is a test

wou
"this is a test"

-l

To exit out of the auto connection mode, enter the “+++” command, and wait for 1 second. After 1
second, the GS node will exit auto connect mode and enters command mode. Note, do not issue the
“enter” key after “+++”,

+++
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4 HITP

This sections provides instructions to install Apache server in Windows and provides several HTTP
GET/POST examples using the Serial To Wi-Fi application.

4.1 Installing Apache Server

4.1.1 Install Apache Server in Windows

1. Download XAMPP for Windows from the following web link

http://www.apachefriends.org/en/xampp-windows.html

2. Run the setup file to install XAMPP. All the files would be extracted to C:\xampp\.
Please note to turn off your network connections and all web browsers to avoid any error
during the installation process.

4.1.2 Run Apache Web Server

1. Browse to C:\xampp\ and run xampp-control.exe. The xampp control panel is as shown

B XAMPP Control Panel v3.1.0 Beta 4 [ Compiled: September 20th 2012 ]

Modules
Service

XAMPP Control Panel v3.1.0 Beta 4

Module PID{s) Port(s) Actions
Apache
MySCOL
FileZilla

Mercury

Tomcat

[ Config ” Logs ]

’ Config ][ Logs ]

=1

27 Config
) Metstat

B Shell

Explarer

Canfig ][ Logs ]

= )
= Senices
& Help

[ Cluit

1005025 Al [main) The Filefilla madule is disabled
1005025 AR [main) The Mercury maodule is disabled
1005025 AR [main) Starting Check-Timer

10:50:25 Al [main] Control Panel Ready

10:50:40 Al [Apache] Attempting to start Apache app...
10:50:47 Ahl [Apache] Status change detected: running
11:05:15 Ahl [Apache] Attempting to stop Apache (PID: 5224)
11:05:19 Al [Apache] Attempting to stop Apache (PID: 5140)
11:05:20 Al [Apache] Status change detected: stopped

dia
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GainSpan.

2. Click on the ‘Start’ button to start the Apache Web server.

B3 XAMPP Control Panel v3.1.0 Beta 4 [ Compiled: September 20th 2012 ]

GS-ANO045

(=13

XAMPP Control Panel v3.1.0 Beta 4
Service Module  PID(s) Portls)  Actions @ Netsta
Apache g?gg 80,443 | Stop | [ Admin | [ Config ][ Logs B Shell
MySCIL Adrmin [ Canfig ] ’ Logs || Explorer
FileZilla Stat | | Admin || Config || Logs
Mercury Start Adrnin Config Logs
Tormcat Admin Config || Logs
10:50:29 Ald [main] Starting Check-Timer *~
10:50:29 Akl [main] Contral Panel Ready
10:50:40 Al [Apache] Attempting to start Apache app...
10:50:41 Al [Apache] Status change detected: running
11:09:19 Akl [Apache] Attempting to stop Apache (PID: 5224)
11:09:19 Akl [Apache] Attempting to stop Apache (PID: 5140)
11:09:20 Al [Apache] Status change detected: stopped
11:13:05 Al [Apache] Atternpting to start Apache app...
11:13:05 Al [Apache] Status change detected: running
b

3. After starting of Apache, go to the address http://localhost/ or http://127.0.0.1/ in your
browser. This verifies that the web server is running properly.
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x

[] #amPP 18,1

€ = C | [Jlocahostiampp!

(] XAMPP for Windows

HAMPP-PORTABLE

English ; Deutsch / Francais / Mederlands

Welcome to XAMPP for Windows!

Congratulations:
You have successfully installed XAMPP on this system!

++++ ++++ A great thank you to hackaltack1 42 for this new fine Control Panell ++++ ++++

") XAMPP 1.8.0 - Moazilla Firefos
Datel  Eoatbeiten gnscht  Chronk  Lesesekhen  Extras  Hife

| [ mamre 180 h]

€ OE bcakostixznpp) -

@ = Google ;">| lil Iilj l!l

XAMPP fiir Windows ... o rroc e rio g

¢ Expafial i 10 ¢ guis (Brasil) [0

XAMPP
KAMPP-5tatus

Auf dizzer Ubersicht kann man sehen welche XAMPP-Komponenten gestartat sind bzw, walche funktionieran.
Sofarn nichts an der ©onfiguration von X&MPR gaandert wurde, solltan MySOL, PHP, Parl, 61 und S50 aktiviert sein.

Komponente Status Hinweis
_ MySOL-Datenbank |axTIvIERT]
& PP Control Panel ¥3.0.12 [ Compiled: June 14th 2012 ] _|of x|
[Z]  xampp control Panel v3.0.12 __kenio_|
[ Module Hetstat
Dienst  Modul PID(s) Port{s) Aktionen

ﬁ LI sz 80, 443 Shpp:nl Admin I Kanfig I Logs —IMMPP_SM"
v wse 3305 Stoppon| _Admin | _Kanfio | _Logs _explorer |
ﬁ Filezilla 4338 21,14147  swppen| Admin | konfig | regs || _fin:Dienste |

25, 79, 105, 106, ; B Hitfe | L
_I Me=reury 4704 110, 143, 2224 Swppenl Adrnin I Kanfig I Logs |
W] Temeet 4340 8005, 8009,8080  Stoppen| Admin | Koofig | togs i Beznzen |

140707 [mwsal]  Statusanderung erkannt gestartat =l
140708 [flezilla) Starte Dienst: FileZilla..

14 [filezilla] Statusandsrung erkannt: gestarist

140710 [mercury] Starte Programm: Mercury. ..

140710 [mercury] Statusanderung erkannt, gestartat

140713 [tomcat] Starte Dienst: tomeat.

P07 G [tomcal] Stabusanderung erkannt: gestarist J

FRIENDS...

oo -

Mow you can start using Apache and Co. You should first try »Status« on the left navigation to make sure ever

4. GainSpan provides several example web pages for users to verify that the apache server
is configured properly to access the web pages. Copy the Gainspan example
“gswebserver” folder into C:\xampp\htdocs\.

a. To test the index.html web page, open a web browser and go to the address
http://localhost/gswebserver/index.html or
http://127.0.0.1/gswebserver/index.html.

. ______________________________________________________________________________________
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[=] Gainspan HTTPS Server GET Mathad [+

é i@ https:) flocalhost)gswebserver findes. heml

GainSpan.

Pleasze enter vour name and email address, and then click Enter:

Mame: |admin |
E-mail: |admin@domain.com |

Enter

Enter the Name and E-mail details and click on Enter.
(=] pHP Form +

ps:/llocalhostigswebserver findexphp. phpFname=adminfernail=admin%:40domain. com
\ & hitps:/localhost) b findexphp.php? drnin@:email=admine40dom.ai

Welcome admun.
Your ematl address 15 admin@domain com.

b. To test the post.html web page, open a web browser and go to the address
http://localhost/gswebserver/post.html or http://127.0.0.1/gswebserver/post.html.

GainSpan HTTPS Server POST Methad | +

6 i@ htkps:flocalhost/gswebserver post. bt

GainSpan.

Please enter your name and then click Enter:
Hame: |John Smith |

Enter |
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Enter the Name and click on Enter.

[=] PHP Farm | +

6 & https:) flocalhost) gswehserver ipostphp, php

Welcome John Sruth,

4.2 HTTP GET EXAMPLES

This section describes the steps to perform a HTTP GET using the Serial2WiFi application.

4.2.1 Example: HTTP GET on local Apache Server

This example shows how to do HTTP GET on a local Apache Server. Setup GSN as HTTP Client, and
access the HTTP Server running on the Windows PC.

1. Associate with AP
at+ndhcp=1
at+wa=test_ap,,6

2. Configure thte HTTP parameters:
at+httpconf=20,Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/534.7
(KHTML, like Gecko) Chrome/7.0.517.44 Safari/534.7
at+httpconf=7,application/x-www-form-urlencoded
at+httpconf=11,192.168.3.200
at+httpconf=3,keep-alive

3. Initiate HTTP client connection to the server
at+httpopen=192.168.3.200,80

4. DoHTTP GET

at+httpsend=0,1,10,/gswebserver/index.html
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=

E COM7:9600baud - Tera Term VT
File Edit

Setup  Conkrol  Window  Help

erial2WiFi APP-Ext.PA
t+yep=77 =
24 APP UVERSION=2.4.1

24 GEPS VERSION=2.4.1

24 ULAN VERSION=2.4.1

24 BIN TYPE=WEB PROU APF WITH OTAFU ADK

24 RELEASE TYPE=GA

UILD TIME=16:12:51

UILD DATE=Aug 9 2812

kHH EXT VERSION=1

t+ndhcp=1
K

t+wa=test_ap., .b

1P SubMet Gatewa
1922 _.168.3.1681:255_255_255 _@:192.168.3.1
K

t+httpconf=20,Mozilla-5.A (Windows; U; Windows NT 5.1:; en-US> AppleWehKit./534_7C(KHTHL.
like Gecko>» Chromer?.8.517.44 Safari-sh34.7
K

Y

t+httpconf =7, application/x—wuuw—formn—urlencoded
¥+httpcunf=11.192.168.3.2@3
¥+httpcunf=3,keep—aliue
¥+httpupen=192.168.3.28@,83

K

84492808 0K=8,1.18_ gswebhserver-index.html
html>

head>

title>GainSpan HTTPS Server GET Method<- title>
link rel=""shortcut icon" href="rsfavicon.ico" >

+head>

hody>

IMG src="logo.gif"> < br>

lease enter your name and email address,. and then click Enter: {/hr>
form action="indexphp.php" method=""get'"'>

ame = <input type="'text' name="name" /> < br>

-mail: <input type="text' name="email" > < hpr>

input type="submit" value="Enter" >

sform>

<hody>

ﬁhtm1>
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Mo, - Tirre Source Destination Prakacal Infa

1825 8.929810 1592.168.3.101 192.168.3.200 HTTP GET Sgswebserver//index.htm] HTTR,/1.1
1840 B.5997555 152,168, 3. 200 152.168.5.101 HTTP/ 1.1 200 QK (Ttext/ html)

B Frame 1840 (857 bytes on wire, 857 bytes captured)
radictap Header wo, Length 20
IEEE §02.11 pata, Flags: ..m...F.C

Logical-Link Control

Internet Protocol, Src: 192.168.3.200 (192.168.3.2000, Dst: 192.168.3.101 (19%2.168.3.101)
® Transmission Control Protocol, sSrc Port: http (80), Dst Port: 47101 (47101), Seq: 1, ack: 264, Len: 749
# Hypertext Transfer Protocol

= Line-hased text data: text/html

<htm1=rn

<hgads*rin

rh

<titles>Gainspan HTTPS sServer GET Method</titlexyrwn

<Tink rel="shortcut icon” href=" Favicon.ico" /s\rvn

rh

</headsYwrwn

AN

<bodys> rin

<IMG src="Togo.gif"> </bra>yrin

Please enter your name and email address, and then <Tick Enter: </ brswrin

<form action="indexphp. php" method="get">rn

Mame: <input type="text" name="name" /> </breiriyn

B E E E R

4.2.2 Example: HTTP GET on Gainspan.com

This example shows how to do HTTP GET on Gainspan web site.

1. Disassociate from the current network

at+wd
2. Enable DHCP
at+ndhcp=1
3. Perform network scan
at+ws

4. If AP security is open, then skip this step. If AP is using WPA-PSK/TKIP, then set the WPA
passphrase with the following command:
at+wwpa=<WPA-PASSWORD>
5. Associate to a specified SSID, BSSID, and channel. at+wa=<SSID>,<BSSID><CHANNEL>
at+wa=GainSpanDemoAP,,6
6. Query DNS server for the IP address of hosthame URL
at+dnslookup=www.gainspan.com
7. Configure the HTTP header parameter “GSN_HTTP_HEADER USER_AGENT”
at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US;
rv:1.9.1.9) Gecko/20100315 Firefox/3.5.9
8. Configure the HTTP header connection parameter “GSN_HTTP_HEADER CONNECTION”. Ifitis
a one-time HTTP GET, set the parameter to “close”
at+httpconf=3, close
If user wants to do consecutive HTTP GET on the same CID, and given that a server do keep the
connection open after HTTP GET is complete, set the parameter to “keep alive”
at+httpconf=3, keep-alive
9. Configure the HTTP header host parameter “GSN_HTTP_HEADER HOST”
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at+httpconf=11,76.12.140.77
10. Open HTTP client connection. This will return a unique CID.
at+httpopen=76.12.140.77
11. Send HTTP request to the server using the CID from the previous step
at+httpsend=<CID>, <type: get=1, post=3>, <timeout>, <page>[,size of the content]
at+httpsend=0,1,10,/

4.2.3 Example: HTTP GET on Gainspan.com

1. Change the TeraTerm setting: New-line "transmit=CR+LF"

Tera Term: Terminal setup:

Terminal size New-line

X Receive:
[¥] Term size = win size Transmit:

2. Associate with AP
AT+NDHCP=1
AT+WWPA=password
AT+WA=GS-Guest,,01
3. Start TCP Client to the GainSpan IP and port 80
AT+NCTCP=76.12.140.77,80
4. Send data to remote server by using the <ESC>S sequence and the CID number:
Enter the [ESC] key
Enter the [S] key
Enter the [CID number from step 3]
5. Copy the highlighted text (the new line should also be copied), and paste it on TeraTerm (via the
"Edit" menu, choose "Paste™ Option)
GET/HTTP/1.1
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.9) Gecko/20100315
Firefox/3.5.9
Host: 76.12.140.77:80
Accept: */*
Connection: keep-alive
[new line]
[new line]

6. Indicate end of transmission by using the <ESC>E sequence:
Enter the [ESC] key
Enter the [E] key
7. The output of HTTP GET will now be displayed as output on TeraTerm. Since the GainSpan HTTP
server closes the connection after HTTP GET is complete, you will see the following output message:
DISCONNECT <cid>
8. Toissue another HTTP GET, repeat step 2-6. If the HTTP server closes the connection after the
HTTP GET is complete, then user must issue a HTTP OPEN prior to every HTTP GET.
Gainspan.com is an example of such server.
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4.3 HTTP POST Examples

This section describes the steps to perform a HTTP POST command using the Serial2WiFi application.

4.3.1 Example: HTTP POST on Local Apache Server

1. Associate with AP
at+ndhcp=1
at+wa=test_ap,,6

2. Configure thte HTTP parameters:
at+httpconf=20,Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/534.7
(KHTML, like Gecko) Chrome/7.0.517.44 Safari/534.7
at+httpconf=7,application/x-www-form-urlencoded
at+httpconf=11,192.168.3.200
at+httpconf=3,keep-alive

3. Initiate HTTP client connection to the server
at+httpopen=192.168.3.200,80

4. DoHTTPPOST
at+httpsend=0,3,10,/gswebserver/post.html,5
e Enter the [ESC] key
e Enter the [H] key
e Enterthe CID
e Enter the text you want to POST.
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-

B COM7:9600baud - Tera Term VT FBX
File Edit Setup Control Window Help

A~
erial2WiFi APP-Ext.PA =
ttuep=77? =
20 APP UERSION=2_4_1
20 GEPS UERSION=2_4.1
20 WLAN VERSION=2.4.1
20 BIN TYPE=WEB PROU AFPF WITH OTAFU ADK
21 RELEASE TYPE=GA
UILD TIME=16:12:51
UILD DATE=Augy 9 2012
LAN EXRT UERSION=1
K
t+ndhcp=1
K
t+wa=test_ap..b

IFP SubNet Gateway
192 _168.3.10A1:255_255_255_A:192_168_.3 .1
K
t+httpconf=20,.Mozillars5.8 (Mindows; U; Windows NT 5.1; en—US> ApplelebHKit- 534 _ 7?(HHTHL.
like Gecko? Chrome-?.8.517.44 Safariss3i4.7
K
t+httpconf =7, .application/x—wwms—form—urlencoded
K
t+httpconf=11,192.168.3.2808
K
t+httpconf=3_ keep—-alive
K
t+httpopen=192_.168.3.2008_80
K
t+httpsend=68.3,108., /gswebserver-post.html.b
K
383208 0K
html>
head?>
title>GainSpan HTITPS Server POST Method<- title>
link rel=""shortcut icon" href=""sfavicon.ico" ~2>
head>
hody>
IMG src="logo.gif"> < br>
lease enter your name and then click Enter: <{sbr}>
form action="postphp.php" mnethod="post">
ame:= <input type="text" name="name" /> {sbr>
input type=""submit" wvalue="Enter" >
sform>
shody>
Zhtml>
K

w
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Mo, - Tirmne Source Destination Protocol Info

2099 10.%903672 192.168.3.101 192.168.3.200 HTTP POST Sgswehserver /post.htm] HTTR/1.1
2133 11.061814  192.168.3.200 192,168.3.101 HTTF HTTR/L1.1 200 ok (text/htmld
2139 11.063557 152,1658.3.101 192,168, 3. 200 CONCINUATI0N oF nan-HTTP Ttraftic

Frame 2139 (113 bytes on wire, 113 bytes captured)

Radiotap Header w0, Length 20

IEEE 802.11 pata, Flags: ...P...TC

Logical-Link Contral

Internet Protocol, Src: 192.168.3. 101 (192.168.3.1010, Dst: 1592.168.3.200 (152.168.3.200)
Transmission Control Protocol, Src Port: 34861 (348610, Dst Port: http (80), sSeq: 264, ack: 1, Len: 5
= Hypertext Transfer Protocol

= Data (5 bytes)

| 73756EGE7D

HOEE R RE

Qo000 00 00 14 00 ee 18 00 QO
Q0l0 &4 00 Q0 46 08 11 d5 oo
0020 <9 aa bb cc 00 1F e2 la
Q030 00 00 08 00 45 00 Q00 39
0040 cCO a8 0% a5 cO a8 03 cB
0050 51 83 51 <1 80 18 21 fo
Q0G0 e <8 40 2f 00 00 31 59
Qo700 Bl

4.3.2 Example: HTTP Post to Pachube.com

1. Change the TeraTerm setting: New-line "transmit=CR+LF"

Tera Term: Terminal setup:

Terminal size New-line

X Receive:
Term size = win size Transmit:

Auto window resize

2. Associate with AP
AT+NDHCP=1
AT+WWPA=password
AT+WA=GS-Guest,,01
3. Start TCP Client to Google’s IP and port 80
AT+NCTCP=173.203.98.29,80
4. Send data to remote server by using the <ESC>S sequence and the CID number:
Enter the [ESC] key
Enter the [S] key
Enter the [CID number from step 3]
5. Copy the highlighted text, and paste it on TeraTerm (via the "Edit" menu, choose "Paste" Option)
PUT /v2/feeds/11366.csv HTTP/1.1
User-Agent: curl/7.19.5 (i486-pc-linux-gnu) libcurl/7.19.5 OpenSSL/0.9.8g zlib/1.2.3.3
libidn/1.15
Host: api.pachube.com
Accept: */*
X-PachubeApiKey:
103338a658c84debc9d4d0609362056882b6ccaa312d3de7fbde57e592630007
Content-Length: 4
Content-Type: application/x-www-form-urlencoded
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1,44
6. Indicate end of transmission by using the <ESC>E sequence:
Enter the [ESC] key
Enter the [E] key
7. You should now see the data “1,44” on e
http://pachube.com/feeds/11366 A—
8. Close current connection: — =8 5
AT+NCLOSE=0
9. Start aconnection to the Pachube.com IP and port 80 o
AT+NCTCP=173.203.98.29,80 o
10. Send data to remote server by using the <ESC>S sequence and the == oy
CID number: %
Enter the [ESC] [S][CID number from step 9] S
11. Copy the highlighted text, and paste it on TeraTerm (via the . T
"Edit" menu, choose "Paste" Option)
PUT /v2/feeds/11366.csv HTTP/1.1 ’ w
User-Agent: curl/7.19.5 (i486-pc-linux-gnu) libcurl/7.19.5 §§:3
OpenSSL/0.9.8g zlib/1.2.3.3 libidn/1.15 w
Host: api.pachube.com ™= P
Accept: */* ; .
X-PachubeApiKey:
103338a658c84debc9d4d0609362056882b6ccaa312d3de7fhd
e57e592630007 3
Content-Length: 4 s W
Content-Type: application/x-www-form-urlencoded =
0,19
12. Indicate end of transmission by using the <ESC>E sequence:

Enter the [ESC] key
Enter the [E] key

13. You should now see the data “0,19” on http://pachube.com/feeds/11366
14. To post another set of data points to Pachube.com, just repeat step 8-12
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5 Limited AP

Use the following steps to create a limited AP.
- Set the security type.
- Create the limited AP.
- Enable DHCP server, if needed.
- Enable DNS server, if needed.

Configuring security type to WEP, WPA/WPA2:

To configure security type to WEP, issue the following AT commands:
o AT+WAUTH to 1 or 2 for open or shared authentication
e AT+WWEPnN to configure the WEP key.

When using GEPS version 2.3.x and 3.3.x:

e To configure module as Limited AP with WEP security, one should use the Serial to WiFi “Web
Server Provisioning” application binaries.

e To configure module as Limited AP with WPA/WPAZ2 security, one needs to program the Serial
to WiFi “Secure Web Server Provisioning” application binaries.

Configuring security type to WPA/WPAZ2:

To configure security type to WEP, issue the following AT commands:

e AT+WSEC to 4, 8 or 64 for WPA-PSK TKIP, WPA2-PSK AES or WPA2-PSK AES-TKIP
correspondingly.

e AT+WAUTHt0 0.
o AT+WWPA, AT+WPAPSK or AT+WPSK commands for configuring the key and passphrase.

When using GEPS version 2.4.x and 3.4.x:

e To configure module as Limited AP with WEP security, one should use the Serial to WiFi “Web
Prov+OTA FWU?” application binaries.

e To configure module as Limited AP with WPA/WPAZ2 security, one needs to program the Serial
to WiFi “EAP +OTA FWU?” application binaries.

Enabling DHCP server
To enable/disable the DHCP server, issue the AT command: AT+DHCPSRVR=<0/1>.
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Make certain to configure the preferred IP address by using AT+NSET command before issuing this
command. The DHCP server will automatically start allocating IP address one higher than the assigned IP
address to the node.

5.1 Example: Creating Limited AP in WPA2-PSK mode with DHCP
and DNS server enabled

=

Configure network stack parameter: AT+NSET=<Src Addr>,<Net-Mask>,<Gateway>
AT+NSET=192.168.3.1,255.255.255.0,192.168.3.1

2. Compute WPA2-PSK from a given SSID and Passphrase: AT+WPAPSK=<SSID>,<PASSPHRASE>
AT+WPAPSK=IlimitedAP,1234567890

3. Configure security to WPA2-PSK: AT+WSEC=<n>

AT+WSEC=8

4. Configure authentication mode to NONE: AT+WAUTH=<none, WPA/WP2=0, open=1, WEP=2>
AT+WAUTH=0

5. Configure wireless mode to Limited AP: AT+WM=<infrastructure=0, ad hoc=1,limited AP = 2>
AT+WM=2

6. Start the DHCP server: AT+DHCPSRVR=<disable=0/enable=1>
AT+DHCPSRVR=1

7. Create the infrastructure network: T COM5:9600baud - Tera Term VT
AT+WA:<SS|D>[,[<BSS|D>][,<Ch>]] File Edit Setup Control Window Help
/\T:+VV/\:IIn“ted/\P”6 erial2uig% 225 3.1.255.255.2556.08.192.168.3.1 d
. t+nset=192.168.3.1.255.255 255 (,192.168.3.
8. Start the DNS server and specify a DNS name: K nee e seTeo
AT+DNS:<disab|e=0/enab|e=1, <url> omgﬁzgﬁg_Péﬂlfzom §EID and PassPhrase...
AT+DNS= 1,www.limitedAP.com K
t+usec=8
K
t+uauth=0
K
t+um=2
K

t+dhcpsprur=1
K
t+wa=limitedAP, .6

SubNet Gateway
192 _168_.3.1: 255_255_255_@: 192_168.3.1
K

t+dns=1.www.limitedAP.com
K

5.2 Example: Creating Limited AP in Open Security mode with
TCP server enabled

1. Issue the following AT command sequence to create a Limited AP and start TCP server on port 8010.
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AT+NSET=192.168.1.1,255.255.255.0,192.168.1.1
AT+WM=2

AT+WA=GS_Limited_AP, 11
AT+DHCPSRVR=1

AT+BDATA=1

AT+NSTCP=8010

Example output in TeraTerm:

@ COM19:9600baud - Tera Term VT

File Edit Setup Control  Window  Help

erial2WliFi APP
T+MSET=192.168.1.1 255 255 255 .8.192 . 168.1 .1

K

T+UM=2

K

T+UA=GS_Limited_AP, .11
IP SubNet Gateway

192 4684 .4: 255.255.2556.8: 192 _168.1.1

K

T+DHCPSRUR=1

K

T+BDATA=1

K

t+nstcp=86010
ONNECT @

K
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2. PC connected to “GS_Limited AP”.
way . - LT fﬁi

Choose a wireless network

" Network Tasks

@ Rafroch notwork kst Chck an tom in the st below to connect to a wireless network in range or to get more
’ information,

GS_Limited AP Connected 7 ™

Unsecured wireless network IISM

\) nlx'

Unsacured wireless natwork -s!!ﬂ

GSRenesasTest

diink_wps_testing

' v :”.'\':V,T.;::-_:l ' ,‘ ﬁ Ursacured wirsless network a'.!ﬂ
i

> W0 SCvanced Q)
| ¢ Seaxity-enabled wireless network (WPAZ) 01355
) GainSpanDemo
)
Uncecured wireless notwork 1!35 ]
‘ H" Corp
‘ Securky-enabled wireless netwark (WPA2) il o

3. Confirm connection is established, ping to 192.168.1.1 from the PC:

Civyipconfig

Jindows IP Configuration

Ethernet adapter Wirel

Connection
1P Addw

Subnet Masz . e s ®

Default Gat l'lh\")

Ethernet adapter Local Area Connection:
Media State . . . . . . . . . « « ' Hedia disconnected
IC:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bhytes of data:
Reply from 192.168.1.1: hytes

Reply from 192.168.1.1: hyte
Reply from 192.168.1.1: hyt
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4. Onthe PC, launch the SimpleTerm and connect to GS1011M (example: 192.168.1.1 8010):

Connachon Type

Connection Status

UDP Setting:
Remote Host | localhost
Remote Pot (8010

<«

LocalPot 18010

<«

TCP Seever Settings

Listen Port 8010 -

Remote Host |

[ sendFie ||

O uoP ®[TCPThert| O TCPServer (O Senial [[] LocalEcho [[] Loopback

BRRl Connocted to 152.168.1.1:8010 |

TCP Chert Settings

Reemote Host 19216811

RemotePot 8010 2| [ Conmect |
Local Pt [192168.1.21266 |

Senal Sethngs
COM Pont
Baud Rale

5. Upon successful TCP connection, locate the “CONNECT <CID> <CID> <IP Address> <Port
number” message displayed on TeraTerm:

G COM19:9600baud - Tera Term YT

File Edit Setup Control

Window  Help

Serial2WiFi APP

AT +NSET=122.168.1.1,255.255.255.8,.1922.168.1 .1

0K

IP

K
AT +WA=G5 _Limited_AF. .11
SubNet Gateway
192.168.1.1:- 255.255.255.8: 192.168.1.1
K

OMMNECT B8 1 192.168.1.2 1266
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6. To send data (for example: hello) from TCP Server (GS1011M) to TCP client (SimpleTerm), go to
TeraTerm and enter: <ESC>Z10005hello. You should now see “hello” received in the Simple

Terminal wi

ndow:

¥ Simple Terminal 0.3

Connection Type
O UDP ® TCPClent O TCPServer (O Setial [] LocalEcho [[] Loopback

Connection Status

B Connecied to 19266.0 10000 |
UDP Setting: TCP Chart Settngs

Remote Host | locahost Remote Host 19216811

Remote ot (6010 3

Remote Poet 18010

£ O

Local Pot 8010 Local Pot  [1921681.21266 |
TCP Server Setting: Senal Seltings

ListenPot 8010 v COM Port

Remote Host | | Baud Rate

[ sendFie | [ |

7. If you want to send data from TCP client to TCP server, simply enter any text in the Simple Terminal
window. In the example shown below, user entered the text “world” slowly in the Simple Term, and

the text is se

en received on the TeraTerm screen:

%W COM19:9600baud - Tera Term VT

File Edit Setup Control Window Help

|

Serial2WiFi APP
i'£+NSET=192.168.1.1.255.255.255.8,192.168.1.1
0

"§+WH=2
0
AT +WA=GS_Limited_AP, .11
IP SubNet Gateway
i92.168.1.1: 255.255.255.8: 192.168.1.1
0
"£+DHCPSRUR=1
0
AT +BDATA=1
“
at+nstcp=8010
‘ ONNECT @

5

CONNECT, @ 1 192 168.1.2 12
0001 w7} 5201000 9?1 5 2010001 171 3 2c10001 171 ;2c10001d?1 5 2c
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6 Additional References

Serial to Wi-Fi Evaluation Kit Startup Guide.pdf
Serial to WiFi_Adapter_Guide.pdf
Detail description of the AT commands supported

Serial to WiFi_Command_Reference.pdf
List of the various AT commands supported

Serial to Provisioning Methods with S2W App Note AN039.pdf
Example of provisioning method supported as well as the steps necessary to connect to the

infrastructure (i.e. Access Point) using either Web Based Provisioning or Wi-Fi Protected Setup
(WPS).

Serial to WiFi Bridge App Note AN025.pdf
The GainSpan Ultra-Low-Power Wi-Fi System-On-Chip may be used as a transparent bridge to
carry serial (UART) traffic over an 802.11 wireless link. Serial commands are used to manage
the wireless network configuration. This application note will give the details necessary to setup

this bridge.
1.2 27-June-2012 » Added example for Posting to Pachube.com
1.3 10-July-2012 » Limited AP in Open Security mode with TCP
1.8 12-Feb-2013 » Updated Limited AP and HTTP example for HTTP POST
19 3-May-2013 » Updated with wireshark screen shots and optimized command sequence for
HTTP GET & POST
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