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DISCLAIMER

The information contained in this document is the proprietary information of Connor-Winfield Corporation and its affiliates (Janus Remote Communicat/ol?, The contents are confidential and any disclosure to
persons other than the officers, employees, agents or subcontractors of the owner or licensee of this document, without the prior written consent of Connor-Winfield, is strictly prohibited. Connor-Winfield
makes every effort to ensure the quality of the information it makes available. Notwithstanding the foregoing, Connor-Winfield does not make any warranty as to the information contained herein, and does
not accept any liability for any injury, loss or damage of any kind incurred by use of or reliance upon the information. Connor-Winfield disclaims any and all responsibility for the application of the devices
characterized in this document, and notes that the application of the device must comply with the safety standards of the applicable country, and where applicable, with the relevant wiring rules. Connor-
Winfield reserves the right to make modifications, additions and deletions to this document due to typographical errors, inaccurate information, or improvements to programs and/or equipment at any time
and without notice. Such changes will, nevertheless be incorporated into new editions of this application note.

All rights reserved 2011 Connor-Winfield Corporation
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400AP LCR Open Platform General Description

The 400AP Router is a simplified and focused version of our more open platform 400AP single board computer. It’'s
designed to give the user an easy up and run cellular routing connection; configurable via web GUI it can be set up
and in use for the end user very quickly.

Powered by the Terminus Common Footprint, the 400AP router can be utilized across various technologies
depending on the user’s needs.

LINUX O/S
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Operation

Hardware Requirements:

The following hardware is required for proper operation and setup of the 400AP LCR.
e 400AP LCR

e 12Vdc Power Supply (Janus Part Number: MC-0004)
e Cellular Antennas

e CDMA/EVDO (Janus Part Number: ANT-0073)

e GSM/HSPA+ (Janus Part Number: ANT-0003)

e Cat 5 Patch Cable (Janus Part Number: CBL-0014)
Interfaces

DC Power jack
The 2.1mm center conductor power jack accepts input voltages from 7 to 26VDC.

Pin Description
Center Pin Supply (+)
Outer Conductor Supply (-)

Supply power can also be applied to the unit through the 30 Pin locking header.

USB
There are two USB ports on the 400AP router, one device port and one host port. These by default are unused in the
router configuration.

RS232
The 400AP Router has access to RS-232 through the front end DB9 debug port, this port only contains RX and TX,
but can be used for debugging and lower level access.

Ethernet 10/100 PHY

The 400AP Router contains a single Ethernet port with activity LEDs. Its implementation is compliant with IEEE802.3/
IEEE802.3U 10BASE-T /100BASE-TX standards.

SD Memory Card
The micro SD card socket is connected to the multimedia card interface (MCI) of the 9G20 processor, but is unused
while in the router configuration.

20P Header
The locking header connection breaks out many signals useful to the 400AP, however in the router configuration it’s
largely unused, save for power.

Reset
The reset button is connected to the reset controller of the 400AP. When pressed and released the 400AP is reset.
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Interfaces continued

Mode

The Mode button is used to place the 400AP Router into different operational modes during boot. It’s only
recommended to explore this if instructed to do so by Janus as by default the bootloader and router application are
already in place.

Mode Entry Conditions/Summary Method of Entry
Normal Run Mode Condition: 400AP powered 1. Apply Power or use Reset
Summary: 2. Mode button is note pressed.

After reset is released, the red light will illuminate.

Router application begins.

Note: If no bootable media is found the processor

will boot into SAM-BA mode.

The green LED will not illuminate..

Condition: 400AP Powered, Red LED is illuminated 1. Apply Power, wait for the red LED to
Summary: illuminate.

During runtime, after the red light has illuminated, 2. Press and hold the Mode button until
you can use this to reset all fields to the factory default. the red LED blinks. Release Mode.
Note: You must wait until the red light is on, otherwise

you may enter SAM-BA mode on accident.

Condition: 400AP powered 1. Press Mode button.

Summary: . Apply power to device or use Reset.

Factory Default

SAM-BA Mode

N

Processor boots into SAM-BA mode

and the green LED illuminates
Note: Using this method to enter SAM-BA mode is
supported when using the factory supplied bootloader

that evaluates the Mode button. If NAND flash has been

erased, this functionality will not exist.
The 400AP application note uploading files into flash
explains how to write the bootloader to flash.

. Depress Mode after the Green LED

illuminates.

LED Indicators

GPIO controlled LED stack. In the 400AP Router configuration they give some quick feedback on the status of the device.

Red LED State

Description

Permanently OFF

Router is unpowered

Permanently ON

Router is powered

Yellow LED State

Description

Permanently OFF

Cellular radio is off

Permanently ON

A call is active

Fast Blinking (0.5 sec on/ 0.5 sec off)

Unregistered, searching for network

Slow Blinking (0.3 sec on/ 2.7 sec off)

Registered to the network

Green LED State

Description

Permanently OFF

Router function is not ready

Permanently ON

IP address attained, router function ready

Cellular RF Port

SMA - Female
Pin Description
Center Pin Cellular Signal

Outer Conductor

Signal Ground

JANUS i vore
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Electrical Specifications
Absolute Maximum Ratings:

Parameter Minimum Nominal Maximum Unit Note
Operating Temperature -30 - 80 °C 1
Supply (Supply & Enable Input) -36 - 36 Volts 1
VIN (RS-232 Inputs) -25 - 25 Volts 1
Notes:

1) Operation of the device at these or any other conditions beyond those listed under Recommended Operating Conditions is not implied. Exposure
to Absolute Maximum Rating conditions for extended periods of time may affect device reliability.

2) The supply inputs are protected from reverse voltage and transients beyond the Recommended Operating Conditions. If transients persist the
supply will be latched in a disabled state. Once disabled the supply will need to be cycled off and on to reset.

3) More verbose table information can be attained in the full 400AP Hardware Guide. This is a more focused table pertaining to only the Routers

usable interfaces.

Recommended Operating Conditions:

Parameter Minimum Nominal Maximum Unit Note
Operating Temperature -30 - 80 °C 1
Supply (Supply & Enable Input) 7 - 26 Volts 1
Peak Supply Power 12.5 - - Watts 1
Average Supply Current - - TBD

Notes:

1) Peak supply power specification is stated as the minimum amount of power the external power supply must supply during the TX burst of the
embedded cellular radio. Please refer to the Plug-In User Manual for power supply characteristics of the embedded Plug-In Module embedded in

the 400AP Router.
2) Average supply current specification is stated as the maximum average current the 400AP Router can draw while maintaining junction

temperatures within the internal power supply IC’s specification.

Getting started with the 400AP Router
This section will take you through setting up the 400AP Router and creating a connection to the internet.

Before we begin
If the 400AP Router is a GSM/HSPA type, you must insert a SIM card to the internal Plug in Modem for functionality.

The details on how to do that are as follows:

Step 1
To access the 400AP board, remove the four TX-10 screws from the ruggedized aluminum enclosure. These
screws are located on the back panel of the 400AP where the DB9 and lock header are located.
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Getting started with the 400AP Router continued
Step 2
Slide out the back panel which will include the 400AP board.

Step 3
Locate the SIM Card slot on top of the Terminus Plug-In board.

Step 4
To insert the SIM card in the SIM card slot, slide the top of the cover back to unlock. Insert the SIM card in the
cover slot and close. Slide back to original position to lock in place.

Step 5

Slide the back panel and 400AP board into the aluminum enclosure. Replace the four TX-10 screws and tighten
them back on to enclosure.
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Getting started with the 400AP Router continued
Configuring the router
The router can be configured via a web GUI, with the default address at 192.168.2.1:8080

Step 1
Ensure the following are connected to the 400AP Router
e Ethernet cable to your computer
e Power supply
e Antenna

Step 2

Apply power to the router, you should see the red LED illuminate and the yellow LED illuminate either permanently
or blink.

Step 3
Go to your browser of choice, in this demonstration we will be using Mozilla Firefox. Enter the IP address
192.168.2.1:8080, you will be presented with a login page.

Username: admin
Password: admin

=10l x|

Janus 4004P

6 @ 192.168.2.1:8080/accountflogin (< l |' Google )-\"l ﬁ B $ w | =

Janus 400AP Router Configuration  anemymous ~

Login to the AP400 Router administrative control panel.

Login to your router using the username and password provided in the documentation. Once logged in, you'll he able to change your password
and administer your router.

Both a username and password are required.

Username [ Jsername ]

Password [ Password ]

2 login

@ Janus Remote Communications 2014

<« | i

The password can be adjusted in the drop down at the top. You will be prompted for the old password and the
new password you wish to use.
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Getting started with the 400AP Router continued

Configuring the router continued

Janus 4004P

€ P @ 192.168.2.1:5080/router/indexlogin_success=True Ci'ng\e }:)‘ e & =

-

Janus 400AP Router Configuration — Administrator ~

Logout

Change Password
Cellular Configuration Router Port rorwarus wraynostics Administration Firmware About

The 400AP Router is preconfigured for use with a GSM/GPRS, EDGE, CDMA, UMTS and HSPA+ communication networks. They were specifically designed to provide
customers with cost effective products that are easily integrated into new and existing designs, require limited customer certification resources, and are completely
interchangeable to allow for maximum network flexibility while removing the worry of product obsolescence. Configure the cellular radio used by your router in this section. The
radio will use one of the following cellular radios:

e GSM : Quad-band EGSM 850/900/1800/1900 MHz

* HSPA : UMTS/HSPA Penta Band 850, 900, 1700, 1900, 2100 MHz

¢ CDMA : Dual-band CDMA 800/1900 MHz

« EVDO : Dual Band CDMA2000 1xRTT, 1xEV-D} Rev. A 800/1900 MHz

Nate:

For GSM and HSPA networks, an Access Point Name (APN) is required. You can also optionally enter a GPRS username and password If they are required by your service.

Router Reboot is REQUIRED to apply new settings! Reboot Now

Cellular Radio Config =l

Step 4
On the main page you will be presented with a few tabs

e Cellular Configuration — This is for cellular network settings, such as entry for the APN given by the provider.
Router — This is where you can set the host IP address, name, and DHCP settings.

Port Forwards — Set your port forwards as required for your local network

Administration — Change port number, restore the default configuration

About - Version lookup and general information

File

it T =T

Janus 400AP

€ P @ 192.168.2.1:8080/routerfindex?login_su

¢|[B- soooe Alelda ¥ &=

Janus 400AP Router Configuration  admin -

Cellular Configuration Router Port Forwards Administration About

The 400AP Router is preconfigured for use with a GSM/GPRS, EDGE, CDMA, UMTS and HSPA+ communication networks. They were
specifically designed to provide customers with cost effective products that are easily integrated into new and existing designs, require limited
customer certification resources, and are completely interchangeable to allow for maximurn network flexibility while removing the worry of
product obsolescence. Configure the cellular radio used by your router in this section. The radio will use one of the following cellular radios:

* GSM: Quad-band EGSM 850/900/1800/1900 MHz

* HSPA : UMTS/HSPA Penta Band 850, 900, 1700, 1900, 2100 MHz

* CDMA : Dual-band CDMA 800/1900 MHz

* EVDO : Dual Band CDMA2000 1xRTT, 1XEV-D) Rev. A 800/1900 MHz

Note:

For GSM and HSPA networks, an Access Point Name (APN) is required. You can also optionally enter a GPRS username and password if
they are required by your service.

Router Reboot is REQUIRED to apply new settings!
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Getting started with the 400AP Router continued
Configuring the router continued

Step 5
On the Cellular Configuration page, scroll to the bottom and find the Cellular Radio Config area.

~lix

Janus 4004AP

€ P @ 192.168.2.1:3080 router/index7login_success=True C"v Google )':)| wa ¥ /=
&l

Success

Configuration saved

Cellular Radio Config

Radio HES10 j
Network IAA j
APN web ormwtoday.com
Username MAA
Password MiA

Kl

@ Janus Remote Communications 1970

If not already filled in and grayed through automatic detection, select the cellular modem type.

GSM/HSPA Based Unit (HE910) — Set the APN to what the provider has given you. In this example we are utilizing
i2gold. If your account required a username and password, enter it here, most do not though.

CDMA/EVDO (CE910/DE910) Based Unit — If available, set the Network type to Sprint or Verizon. There will be no
APN/Username/Password required.

Click “Save” and continue. It will warn of requiring a reboot, which we will do at the end of this.
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Getting started with the 400AP Router continued
Configuring the router continued

Step 6
Go to the Router tab, and scroll down to find the available settings.

=]

Janus 4004P

CH‘Gw:ogFe j—\‘] wBe ¥+ & ‘ =
=

€ | @ 192.168.2.1:3080/routerfindex?login_success=True

Select a router profile to configure

Available Configurations Basic Profile #1 j M set as Active Profile

Profile Name Basic Profile #1
IP Address 192 168 2 1
IP Subnet Mask 255 255 255 0
HostName 400AP
DHCP Setup

DHCP Enabled ™
Starting IP Address 192 168 2 10

Max. Number of Users 10

=

In this example, we are leaving the base IP address and hostname default, with DHCP set. If you are not changing

this you may move on, otherwise set to the desired information.
If you changed the information, click “Save” and continue.

Step 7

Go to the Port Forwards tab, and scroll down to find the available settings. There will not be any entries by default.

-loix]

Janus 4004P

& @ 192.168.2.1:8030rovter findexPlogin_success=True C’I'Guug\e ;—)‘ wB ¥ & =

rromT o Trenc Ty =l

+ Add
Incoming  Incoming Destinati i D

Enabled Protocol Port Start  Port Stop IP Address Port Start Port Stop Rule Description

[m] TCP j 1 3 192 188 1 4 1 3 Test

Enable Port Forward
 If checked, the rule is enabled. If unchecked the rule has no effect and is disabled.

Protacol
« [[*"TCP" is selected, then only TCP traffic will be forwarded to the destination host
« [ "UDP" is selected, then only UDP traffic will be forwarded to the destination host
* If "Both" is selected, then both TCP and UDP traffic will be forwarded to the destination host

Port Start/ Stop
« This is a port number, or range of port numbers to forward.

Destination IP
+ The new destination of the session arfter the port forward. Typically this is the internal machine like 192.168.1.100

Description or Rule el
« A description of this rule. This is just for documentation

If you are not entering any port forwards at this time you may move on.

If you are entering any port forwards, click the “Add” button and fill in the information, check the Enabled box and

then click “Save.”
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Getting started with the 400AP Router continued
Configuring the router continued
Step 8
Go to the Administration tab, and scroll down to find the available settings.

Janus 400AP

(€ ) P @ 192.168.2.1:3080)router/index?login_success=True ¢ [B- sooge Pleed & A=

=

Router Reboot is REQUIRED to apply new settings! Reboat Now

Settings

Allow Remote Management via WAN

Configuration Portal Port Numb 8080

M save

Router Configuration

Revert to Defaults

-

© Janus Remote Communications 1970

If you are not adjusting the default host port number you may move on. Otherwise you can change it, click “Save”
and continue.
Step 9

Now we reboot the device so all settings take effect. You can do this by clicking the “Reboot Now” button located
in the upper right hand corner, it appears on all tabs when prompted to do so.

Note: After pressing the “Reboot Now” button, you will be prompted that the router is rebooting with a wait
screen. Do not power off the device until this process completes.

File Edit

Janus 400AP

(€ ) P @ 152.168.2.1:5080]routerfindex7login_success=True ¢ [B- sooge Pleeld & &=

Please wait...

The router is rebooting.

e e e N R N R R R R R R I R R M|
Step 10

Once rebooted, if the APN and other network settings are correct the green LED will illuminate upon a successful
PPP connection being made.

Once this LED illuminates, open your browser and attempt a simple connection to www.google.com to test.
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Terminus 400AP LCR
Products User Manual -

Ordering Information

Ordering Information Description
EVDO400AP LCR v2.0 EV-DO Sprint
EVDO400AP LCR v3.0 EV-DO Verizon
HSPA400AP LCR v1.0 HSPA+ AT&T / T-Mobile

Revision History

Revision Revision Date Note
A00 02/27/14 Advanced Release - User Manual
AO01 10/23/14 Updates to Configurations and Miscellaneous edits
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